Wik
NSW

GOVERNMENT

eT4L in Secondary
Schools update

eT4L migrations are
continuing in secondary
schools and by August 10,
200 schools will have been
completed. A further 120
schools have been sched-
uled for migration over
coming months.

All completed schools
have received LAN Reme-
diation work including
cabling repairs and new
network switches where
required. In total to date,
schools partnering for
additional networking up-
grades have contributed
almost $1,000,000. This
has highlighted the great
opportunity that migrating
schools have in improving
their overall network infra-
structure. eT4L schools
will also be enrolled in our
switch monitoring and
management service to
provide proactive network
support and future
planning options.

HOW DO | GET MY SCHOOL
ON THE eT4L SCHEDULE?

If your school is not yet
scheduled for eT4L
migration, please call or
email the

your area.

Education

Technology News

With the upcoming T4L rollout notifications,
it's an opportune time to start considering
your school's device needs. As a reminder,
Windows desktop, laptop and tablet comput-
ers as well as Apple Mac desktops and lap-
tops are excluded from Local Schools, Local
Decisions and must be ordered from the DoE
Procurement contract. This ensures compat-
ibility with DoE systems, centrally-managed
vendor warranty services with on-site provi-
sions and support via the ICT Service Desk.

Some questions you should consider before
determining your T4L rollout order:

e How many computers are still on your net-
work that are out of warranty?

e How old are they?

e What type are they? (Desktop/Laptop)

e Where are they and who uses them?

e What are they used for? (system needs)

e Do they need replacing?

e Should they be replaced with new or exist-
ing computers?

o Where should the newest computers go?

e |s there sufficient WiFi access at school?

e What software will be needed on the new
computers?

By answering these questions, you'll have a
better understanding of your T4L rollout
equipment needs and order the most appro-
priate computer devices.
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You'll also be constructing a plan so that
when your order arrives, you'll know exactly
what needs to be done with your new equip-
ment to allow it to be used right away, rather
than leaving it in a storeroom.

Desktop computer changes

Please note that technology has progressed
and neither the Windows desktop PCs, nor
the Apple iMac desktops now include a DVD
drive to play or record discs. If there is a
need to use DVD discs in specific locations,
it's best to ensure older desktops with these
drives are available in these locations. Alter-
natively, where required, simply invest in
external USB plug-in DVD (optical) drives
that are inexpensive peripheral devices,
available via the DoE Procurement contract.

T4L Takeback Program

Remember that all TAL Rollout and contract-
ed discretionary purchase computers come
with a 1:1 takeback that has been negotiated
with each vendor. This provides schools
with a great option to dispose of their old
equipment for a three-month period follow-
ing delivery. The computer equipment to be
returned is a flexible "one for one”, e.g. you
could buy one laptop and return one desktop.
Information about the takeback options for
each vendor will be provided.



https://ssoaddonsext.det.nsw.edu.au/apea-web/apea?workflow=pa&location=external&address=https://detwww.det.nsw.edu.au/it/t4l/t4l_projects_sec/et4l_server_serv_sec.htm
https://ssoaddonsext.det.nsw.edu.au/apea-web/apea?workflow=pa&location=external&address=https://detwww.det.nsw.edu.au/it/t4l/t4l_projects_sec/et4l_server_serv_sec.htm
https://ssoaddonsext.det.nsw.edu.au/apea-web/apea?workflow=pa&location=external&address=https://detwww.det.nsw.edu.au/it/equipment/hardware_stds/standard_accessories_hp.htm

MS Office 365
professional learning
resource

Learning Systems has
published a new resource
for teachers called Teach
and learn with Microsoft. It
provides a starting point
for teachers wanting to
incorporate Microsoft's
collaborative learning tools
such as Office 365 into the
classroom as well as a
curated overview of availa-
ble support. It also high-
lights each tool's context
for teachers and students.

The resource provides:

e instructional information

e examples of Australian
teachers applying these
technologies
links to online communi-
ties for advice and help
tools to guide and
design innovative learn-
ing experiences for stu-
dents

Google Chromebooks

Recently, Google Chrome-
books were added to the
DoE procurement contract
and two specific models
are available now for pur-
chase by schools. While
Chromebooks are a desira-
ble mobile device for use
with students and staff,
work is now underway on
making Chromebooks
compatible with the DoE
Google Apps for Education
user accounts accessed
via our Portals.

Until this work is finalised,
the devices can only be
used with a personal
Google account.

v

NSW Department of Education's
ClassMovies initiative provides
an easy way for schools to share
and showcase their innovative
use of technology in the class-
room and the wider school

environment.

Mark Greentree, principal of
Prestons Public School
been advocating the use of
ClassMovies to other principals
as a great way of sharing some
of the best practice that is
occurring in their school.

has

He recently told Technology
News for Schools, “I strongly
believe that principals will want
to see these 'stories’ as it will
give them entry point ideas to
get things rolling at their
school".

The Department's partnership
with ClassMovies allows NSW
public schools to create short
videos of their teaching practic-
es and school programs.

Click Play below to watch this video

»
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»
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Raw footage captured by the
schools is professionally edited
to bring the school's story to life
in the best possible way.

Technology is one of eight focus
areas for ClassMovies in 2015.
This means that schools are
able to make a short documen-
tary demonstrating their teach-
ing and learning in the area of
technology at no cost to the
Normally the cost to
schools of making a ClassMovie
is $834 plus GST.

school.

e Visit the ClassMovies portal
for more information on how

Class Movies works

e Jump in to ClassMovies TV to
watch movies already made
by schools across NSW

e If you are interested in mak-
ing a technology movie, con-
tact Allan Booth via email at:
allan.booth@det.nsw.edu.au

“

Tell your technology
story with ClassMovies!

Recent research conducted by
ITD confirmed the important role
of peer experiences in helping

hools make decisions about
technology.

Learning in the Cloud at
Erina High School

Erina High School's 2014 Class-
Movie, ‘Learning in the Cloud’
showcases how a shared vision,
effective leadership and focused
teamwork resulted in an innova-
tive and modern learning envi-
ronment for Erina students using
Google Apps for Education.

Head Teacher, Brendan Jones,
worked with editor, James Blan-
nin-Ferguson, to make the 5
minute movie which includes
interviews with staff and stu-
dents at the school. The movie
not only showcases the benefits
of Erina's approach, but also
provides valuable insight on
working to overcome challenges
associated with implementing
new technology at the school.

Brendan said that the school had
found the process of making the
movie, “excellent very
easy”. He was surprised to find
that all they needed to do was
shoot footage, submit it in raw
form and then provide feedback
on the rough cut of the film. His
reaction to seeing the first cut
“It was like they had read
our minds!".

and

was,

The school has since shown the

movie at information
nights and shared it on the
school's Facebook page. Feed-
back from the school community

has been extremely positive.

parent
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http://www.classmoviestv.com/Home/movid/S9068-08-S4170-001
https://schoolsequella.det.nsw.edu.au/file/506dfe8d-335d-47bf-a689-8821134dadd5/1/TandLMicrosoft.zip/TandLMicrosoft/index.htm
http://www.classmovies.com/Otherpages/Portals/DECNSWPortal/tabid/386/language/en-AU/Default.aspx
http://www.classmoviestv.com/

Internet tr'affic managemeint

As reported in the Impacts on
the DEC Wide Area Network
information pack released in
June, our IT Performance
Team have identified that un-
managed Windows computers
and loosely-managed or un-
managed iPads are the cause
of a large proportion of our
daily traffic. This is especially
the case since the end of DER
and the implementation of
BYOD in many schools.

These devices are by default
set to “pull" updates for the
operating system. As the
amount of these devices on
our network grows, the update
traffic is magnified greatly.
Not only are individual school
gateways being flooded, but
the department's Internet

gateway is becoming severely
impacted in school hours,
affecting everyone.

How big is the problem?

Because these updates are
sourced directly from the host
Microsoft and Apple websites,
each unmanaged device is
directly requesting its own
copy of each update. If there
are 100 unmanaged devices at
a school, 100 copies of each
update are being downloaded
through our internet gateway.

In early July, a centralised
caching system was installed
to better manage this Update
traffic and now 74% of all re-
quests from unmanaged de-
vices for updates are delivered
from the cache, rather than

Free Digital Licence for Year 6 students

The eSmart Digital Licence program is
an online challenge combining quizzes,
videos and games, designed to prepare
Australian children (aged 10 and over)

to be smart, safe and responsible
digital citizens.

Children will complete eight learning

modules that evaluate their compre-

hension of key technology and cyber
safety topics, and equip them with the

knowledge and skills they require to

learn, play and socialise online.
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from the Internet. While this
has helped to free up our
shared gateway to the Inter-
net, local school gateways
continue to be flooded.

Blocking Updates during
school hours

With the approval of the PPA
and the SPC, it has been deter-
mined that actively blocking
access to system updates
during school hours (9:00am-
3:00pm) will relieve pressures
on local WAN links without
impacting on the regular use
of these devices. A trial of
these blocks at 19 schools in
July delivered an increase in
teaching and learning content
through better access. These
blocks will be activated from
August 31 for all schools.

Getting an eSmart Digital Licence is a
fun and rewarding challenge to be taken
at home, in the classroom or at the
library. If you teach Year 6, your

i \ students are eligible for a free Digital

‘ Licence courtesy of Google, in partner-
ship with The Alannah and Madeline
Foundation in 2015.

Find out more information about the
eSmart Digital Licence and enrol your
year 6 classes for free by visiting

today.
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Blocking Updates
Fact Sheet

To further explain the
blocking of updates dur-
ing school hours, a Fact
Sheet has been produced

and is

Distributed Denial
of Service attacks

A denial-of-service (DoS)
attack is typically an at-
tempt by people to pre-
vent legitimate users of a
service from using that
service. There are two
general forms of DoS
attacks: those that crash
services and those that
flood services.

The most serious attacks
are "distributed”, where
hundreds or thousands of
controlled computers (a
“botnet") simultaneously
make requests of an
online service, flooding it.

In recent months, the de-
partment has been the
target of DoS attacks
which have caused
performance issues. We
continue to work with our
vendor partners to active-
ly monitor for and block
denial of service attacks
and maintain service
uptime levels.



https://ssoaddonsext.det.nsw.edu.au/apea-web/apea?workflow=pa&location=external&address=https://detwww.det.nsw.edu.au/it/t4l/t4l_projects/news/BlockingUpdatesFactSheet.pdf
https://ssoaddonsext.det.nsw.edu.au/apea-web/apea?workflow=pa&location=external&address=https://detwww.det.nsw.edu.au/it/t4l/t4l_projects/news/DECWANimpactsJune2015.pdf
https://ssoaddonsext.det.nsw.edu.au/apea-web/apea?workflow=pa&location=external&address=https://detwww.det.nsw.edu.au/it/t4l/t4l_projects/news/DECWANimpactsJune2015.pdf
https://www.digitallicence.com.au/home
https://www.digitallicence.com.au/home

Office 365 ProPlus

Free for staff use at
home!

For the past two years, DoE
employees have been able to
order MS Office 2013 for
personal use on one com-
puter at home. With the re-
lease of Office 365 ProPlus,
staff can now download
their own copy and install it
on up to 15 personal devices
including up to five Windows
desktop PCs, laptops or Ap-
ple Macs. Just sign in at
home to Office 365 via your
Staff Portal (on the Learning
Tools tab) and then click
Install Now.

Local apps for Office 365 are
also available for iPads,
Android tablets and smart
phones from the respective
app store.

NOTE: The home-use
licence only applies to
current DoE employees.

)
MS Office 2013

Plans to roll out the upgrade
to MS Office 2013 in eT4L
schools and corporate
offices have been postponed
to term 4. Further infor-
mation will be provided in
next term’s issue of this
newsletter.

Understanding eT4L Services

As eT4L Services continues to roll into
secondary schools, a new infographic has
been published to highlight the many bene-
fits that migrating your school will bring.

As the eT4L Primary School infrastructure is
upgraded, it will be brought into line with the
secondary school offering. Download the
Understanding eT4L Services poster here.

Understanding eT4L Services

Schools with eT4L Services
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MS Office 365 Sway released!

Sway is the brand new tool in your MS Office
365 online suite in the DoE Portal. It's avail-
able for all staff and students right now!

With Sway, you can easily create engaging,
eye-catching interactive reports, presenta-
tions, and more which flow neatly across all
desktops, tablets and smartphones.

Teachers can use Sway to engage students,
faculty and parents with interactive lessons,
assignments, project recaps, newsletters and
more. Students can have fun while learning
and stay engaged by using Sway to breathe
new life into reports, assignments, projects,
study materials, and portfolios.
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Webmail 2013 Update

iy chenge, e are With the migration of 180,000 accounts
to the Exchange 2013 email platform,
staff can familiarise themselves with the

reference of the changes Is on changes using these quick guides
page2

OWA 2013 EMAIL. OWA 2013
FUNCTIONS DISTRIBUTION LISTS.

IF youre looking for & quick Emall aistribution ists (DLs)
guides on how he OWA 2013 offer a great way 10 organise
inteftace works and what email recipients into easity

Teatures it offers, Iook here:

these were separate accounts
with their own account names
and passwords. Now, as
‘Shared mailboxes, the principal
can grant access to specific
staff at the 5chodl 10 open
montor and reply from these
accessbie groups hal are Used  shared malboxes using their
On areguiar Dasis. The guides: own user credentials. GMINg
* OWA 2013 Email Basics below will assist with the access to these two mallboxes
[Emall ootions & seftings. management of DLS using the fo Staff using their own logon is
aprocess that needs fo be
completed by the principal by

+ Setting email Rules webmai interface. There are
+ Sefting an Out of Office two types of DLs available:
‘automatic reply

+ Personal DLs following the steps outiined in
« Enterprise OLs traonne

ST T ACGESSNG THE
The Cal funclion n the MOBILE DEVICE SHARED MAILBOXES

new email is far superior [0 the
previous version. Various
‘guides have been produced:

« Calendar basics

SEMNG UDACCESS YU WOK G, o s e graned
email using your smart phone o the shared school mailbox
or tablet (Android or 10S) i h

andlor the admn maibox, you
casy using this simple quide.  noC ot o e S
W you previously had access 1o viewluse ihe mailbox under

+ Calendar advanced
+ Sharing calendars YOU WOrK email on your mobile
device and I's now notworking, YO0 1 account

(OWA 2013 CONTACTS | Yyou should adjust the settings TIP: Links (o these and other
PEOPLE 1o resolve the connection ssue.  Email guides can be found on
the ITD Intranet site here
‘With the new email system. THE SCHOOL EMAIL
what w — Further information

One of the bigges! differences Information Technalogy
Wwith the account migration has Directorate

been the changing of the
generic Sehool Email and
School Admin accounts into
‘Shared mailboxes. Previously,

Service Desk - 1800 338 463

Aruba WiFi in secondary schools

In 2009 as part of the Digital Education Rev-
olution (DER) program, all secondary schools
in NSW received Aruba WiFi infrastructure in
all learning spaces to cater for the introduc-
tion of DER laptops for all students in year 9.

The supplied controller-based solution with
Aruba 125 wireless access points (WAPs)
allowed for a reliable, managed mobile-
access solution that catered for roaming
devices and was scalable as numbers of DER
laptops increased throughout the five years
that the program ran in NSW schools.

While technology continues to change, these
model Aruba controller and WAPs are techni-
cally end-of-life, but are still functional and
operating well. To continue the longevity of
our WiFi fleet, ITD has maintained a pool of
controller and WAPs in our warehouse that
can be used as swapouts should any of
these parts fail in your school. Simply log an
ICT service desk call to instigate the swapout
process.

What this pool does not allow for however, is
the extension of a school's existing Wireless
LAN. Compatible WAPs are no longer availa-
ble for purchase from Aruba, so ITD is cur-
rently investigating several alternative solu-
tions that will enable those schools consid-
ering upgrading and/or extending their WiFi
network. More information about WiFi up-
grade options will be provided to all second-
ary schools once complete.

Webmail 2013

The start of term 3 brought changes for
many staff with the upgrade of the corporate
email system for schools from Exchange
2007 to 2013. With 180,000 accounts
migrated, challenges were expected and our
ICT Service Desk handled the calls for sup-
port well. With the majority of issues now
resolved, staff are starting to see the many

benefits that the new email service offers.

Many Quick Reference Guides remain

available on our intranet site to further

familiarise staff with these changes.
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https://ssoaddonsext.det.nsw.edu.au/apea-web/apea?workflow=pa&location=external&address=https://detwww.det.nsw.edu.au/it/t4l/t4l_projects/news/UnderstandingeT4LServices.pdf
https://ssoaddonsext.det.nsw.edu.au/apea-web/apea?workflow=pa&location=external&address=https://detwww.det.nsw.edu.au/it/learnsyssupport/staff_email/communications/Webmail2013Update.pdf

